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1. Introduction

This Windows 11I0T Enterprise LTSC 2024(24H2) user manual is applicable to Moxa’s x86-based computers
listed below and covers the complete set of instructions for these series. Detailed instructions on configuring
advanced settings are covered in the following chapters of the manual. Before referring to sections in these

chapters, confirm that the hardware specification of your computer model supports the functions/settings
covered therein.

Moxa Computers and Windows

Moxa computers are integrated with Windows drivers and I/O controller utilities based on the Microsoft

Windows up-to-date version so that you can use the most compatible hardware-software combinations in
your application field.
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2. System Initialization

In this chapter, we describe how to initialize the system settings when you boot up the computer for the
first time. When you turn on the computer, you will see the Windows Out of Box Experience (OOBE) wizard.
OOBE consists of a series of screens that require customers to accept the license agreement, connect to the
internet, log in with or sign up for a Microsoft Account, and share information with the OEM.

Initializing User Settings

The following is a non-exhaustive list of OOBE screens that you will see in the order that they are listed
here:

1. Select a region.

Is this the right country or region?

Amarican Samoa
Andorm

Angala

2. Select a keyboard.

Is this the right keyboard layout or input
methed?

ME hotearas

icpitish Goelic

United kingdom

DA-820E Series Win11 LTSC 24H2 User Manual



3. Select a second keyboard.

4. Connect to a network or continue with limited setup.

Let's connect you to a network

i g 5 p ol SV Cnce
connected, youl get e iatest featvres snd socurity eodstes.

o

™

Cannect now to quickly get started on
your device

Acrven nge of npps St holp you wark nrd play the my

10w vk ek sign i with Wirmsaft. Alang
with By Alibe 10 Brcavss B Feierraat. Gt el atd werk acroes
iz, yond 1 s ged mnhsncns] demtuees el securty,

e I
Iimited setup
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5. Sign in to or create a local account or a Microsoft account (MSA).

Wha's going to use this device?

Vol wse this neme 1o sicah b bo i device

Enter your name

Harme

6. Set a password.

Create a super memorable password

M sure 10 0 something you') sbaoknely remesnbes

fmera password

Paiiacas

7. Choose your privacy settings.

Choose privacy settings for your device

Micrusolt puts you b confiol of your privacy. Chocse guur seftioges then
sebect Adenpt 10 s them. You ot charge these setings 3t any tiee

Location
[t imation Based expereanes bis d nections and weathis, Let Whdons

a1 apis et your I cathan and o Moo oY 10 sse o tion
TSI S p——

000 e
Find my device

ooty T 1 S It i T WAt it s
Az 1o e thi festu,

dagnosic daly wE wwas be lactided
b s o 15 ! Oyt o priowt daia

WD s Optivead
Inieing & typing
et pcr nking prel Sy il ot WAC R, s e

mm_
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Initializing System

e After the OOBE settings, you will be redirected to the device desktop. Wait until the process is
complete.

B Cwindows\System32\cmd.exe = a X

e The device will now reboot, and the new settings will take effect after the system restarts.

DA-820E Series Win11 LTSC 24H2 User Manual



3. BitLocker

Bitlocker is a Windows disk encryption feature, designed to protect data by providing encryption for entire
volumes. BitLocker addresses the threats of data theft or exposure from lost, stolen, or inappropriately

decommissioned devices.

For more information about BitLocker :

https://learn.microsoft.com/en-us/windows/security/operating-system-security/data-protection/bitlocker/

This chapter describes the BitLocker setup process.

Enabling the BitLocker

In the Windows Devices and drives, right-click on the drive and select Turn on BitLocker.

[ This PC

€ v

v £} Home

B Desktop

- Downloads
2| Documents
PN Pictures

CreateSWRAID

& Music

I Videos

> b OneDrive
> [ This PC

> & Network

Sitems 1 item selected

18]

4 B> ThisPC

~ Folders

a Desktop

e
A

¥

)]

Music

417 GB

- Devices and drives
Local Disk (C3)
=

Fc @

4

T sort -

3= view -

= Documents

B Pictures

New Volume (D3}

) of 232 GB

Open Enter
Open in new window

Turn on BitLocker

b Format..

TR

2

Pin to Quick access
Pin to Start

Properties Alt=Enter

Show mare options Shift+Flo

- o b4
v G 2 Search This PC
ﬁ Downloads
u-" Videos
=d
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https://learn.microsoft.com/en-us/windows/security/operating-system-security/data-protection/bitlocker/

1. Select an option to back up the recovery key. For example, select Save to a file.

x
€ %@J BitLocker Drive Encryption (C:)
How do you want to back up your recovery key?
o Some settings are managed by your system administrator.
| A recovery key can be used to access your files and folders if you're having problems unlecking your PC.
It's a good idea to have more than one and keep each in a safe place other than your PC,
—> Save to your Microsoft account
— Save to afile
—> Print the recovery key
How can | find my recovery key later?
Mext Cancel
2. Select the path to store the file in.
4 save Bitlocker recovery key as x
“ > ~ 4 o= > This PC > MNew Volume (D:) ~ e} Search New Volume (D:) -l
Organize v MNew folder = - o
| Downloads # Mame - Date modified Type Size
= Deocuments # Mo items match your search,
P9 Pictures »
Create5WRAID
0 Music
u Videos
> @ OneDrive
> [l This PC
N ST
File name: | BitLocker Recovery Key B41DB368-BF9C-462D-8558-ETAC1EC3776C v
Save as type:  Text Files ("ixt) -

+ Hide Folders Cancel

DA-820E Series Win11 LTSC 24H2 User Manual 11



3. Follow the onscreen instructions to specify the drive encryption options.

x
« :Q{D@' BitLocker Drive Encryption (C:)
Choose how much of your drive to encrypt
If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.
If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive,
Encrypting the entire drive ensures that all data is protected—even data that you deleted but that might still
contain retrievable info.
© Encrypt used disk space only (faster and best for new PCs and drives)
(") Encrypt entire drive (slower but best for PCs and drives already in use)
Mext Cancel
x

« :Q{D@' BitLocker Drive Encryption (C:)

Choose which encryption mode to use

Windows 10 (Version 1511} intreduces a new disk encryption mode (XT5-AES). This mode provides
additional integrity support, but it is not compatible with older versions of Windows.

If this is a rernovable drive that you're going to use on elder version of Windows, you should choose
| Compatible mode.

If this is a fixed drive or if this drive will only be used on devices running at least Windows 10 (Version
15311) or later, you should choose the new encryption mode

© New encryption mode (best for fixed drives on this device]

(_) Compatible mode (best for drives that can be moved from this device)

Mext Cancel

DA-820E Series Win11 LTSC 24H2 User Manual 12



4. Click Continue.

< %&J BitLocker Drive Encryption (C:)

Are you ready to encrypt this drive?

Encryption might take a while depending on the size of the drive.

You can keep werking while the drive is being encrypted, although your PC might run more slowly.
| B Bun BitLocker system check

The systern check ensures that BitLocker can read the recovery and encryption keys correctly before
encrypting the drive.

BitLocker will restart your computer before encrypting.

Mote: This check might take a whilg, but is recemmended to ensure that your selected unlock methed
works without requiring the recovery key.

Continue Cancel

5. Restart the computer.

%@' BitLocker Drive Encryption

' % The computer must be restarted

Restart now | Restart [ater

Manage Bitlocker

Wait for the encryption process to complete and then click Close.

& BitLocker Drive Encryption

f% Encrypting...

Drive C: 56.9% Completed

X

Close

Manage BitLocker

DA-820E Series Win11 LTSC 24H2 User Manual
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Disabling the BitLocker

1.

In the Windows Devices and drives, right-click on the drive and select Manage BitLocker.

Click on Turn off BitLocker.

W This FC

= Tl Sort BT view

v o W ThisPC 3

Fh g T « Folders

1 Documents Downloads

I Desitop " “ Deskop

4 Downloads

F Music Pictures Videos
& Documents .

PN Fchuees * v Devices and drives
CreateSWRAID on L Local Disk i)
o o o@
EnableBitt ocker 116 GB %
€ Muic = Open Ente
B Vides: [Z Open in new window
& OneDrive 5 Format
82 Manage BitLocker
I This FC

A7 Pin to Quick access

4 Meswork X
57 Pinto Start

o
]

* Properties

71 Show more options

s rn selected

BitLocker Drive Encryption

T~ » Control Panel » System and Security » BitLocker Drive Encryption v O

Centrol Panel H: - . .
orirelrane eme BitLocker Drive Encryption

Help protect yourfiles and folders from unauthorized access by protecting your drives with BitLacker.

@ For your security, some settings are managed by your system administrator.

Operating system drive
C: BitLocker on

®y Suspend protection

Back up your recovery key

Fixed data drives

Removable data drives - BitLocker To Go

WindowsRecoveryUSB (D:) BitLacker off

Seealso

| & TPM Administration
| % Disk Management

Privacy statement

Search This PC

a

®

1]
n|

x

DA-820E Series Win11 LTSC 24H2 User Manual

14



3. Wait for the decryption process to complete and click Close to exit the program.

ker Drive En

« > v 4 "> Control Panel > System and Security > BitLocker Drive Encryption v G

Centrol Panel H: - . .
orirelrane eme BitLocker Drive Encryption

| Help protect yourfiles and folders from unauthorized access by protecting your drives with BitLacker.

| @ For your security, some settings are managed by your system administrator.

| Operating system drive
| C: BitLocker on BitLocker Drive Encryption X ~

Turn off BitLocker

Your drive will be decrypted. This might take a long time, but
you can keep using your PC during the decryption process.

Turn off BitLocker Cancel

| Fixed data drives

| Removable data drives - BitLocker To Go

| WindowsRecoveryUSB (D:) BitLocker off ~
|
See also
| & TPM Administration
| % Disk Management
| Privacy statement
4 © 3 Contral Panel 3 System and Security 3 Bitlocker Drive Encryption v U

contmL e Home BitLocker Drive Encryption

Help protect your files and folders from unautharized access by protecting your drives with Btlocker.

" | “H Bitlacker Drive Encrypticn bt
Operating system

e Decryption of C: is complete,
Windows (C3) Bil & Ll R

o
Manage Bitlocker

Fixed data drives

Removable data drives - BitLocker To Go

D: BitLocker off

W TPM Administration
W) Dis Managemant

Privacy statement

DA-820E Series Win11 LTSC 24H2 User Manual



4. Check the disk status after the decryption process is

completed.

v WindowsRecove
» T8 Boot

*] COM _Reorder

]

Disgnastic w2l

> EER
O en-us
» 53 home

" ImageValicater

7 Intel Optane M

. iperf-3,13-wint
> =3 MoxaDOBE

3 0 MoxaDOBE Wi

» T PCommPro
" REP-CP-114

# =0 RwPortableXf4
0l sources

[ -

Qitens 1 itern selected

B ThisPC

@ EQ
+« 3 v 4+ H> ThispC

~ Folders

ol
Wusic

- Devices and drives
] Locel Disk [

4716 GB free of 445 68

T sort - = wiew - e

E Decuments
B Pictures

WindowsRecoveylUSE [0

8 free of 28.5GB

UEFLNTFS [E]
SR

390 KE free of 4

[n}

DA-820E Series Win11 LTSC 24H2 User Manual
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4. RAID

RAID is the acronym for Redundant Array of Independent Disk which indicates the use of combining
multiple disks into one or more logical units for data redundancy, performance improvement, or both. This
chapter describes the setup process for Intel® RAID (Intel® RST) and SW RAID.

/4  NOTE

Use hard disks of the same brand, same model, and same capacity to create a RAID for best performance.

Intel® RAID: Changing the RAID Mode

1. Power on the computer and press F2 to enter the BIOS menu.
2. Select the Setup Utility option.

HSetup Utility

Enter

DA-820E Series Win11 LTSC 24H2 User Manual 17



3. Select the Chipset Configuration option.

*Chipset Configuration

F5/F6
Enter

4, Select the Map SATA Root Port under VMD and Enable this option.

Hap this Root Port under YHD <Disabled>

Enab led

F5/F6
Enter

DA-820E Series Win11 LTSC 24H2 User Manual
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5. Press F10 to save the settings and Exit, and then select Yes to save the settings.

Hap this Root Port under VYHD <Enabled>

F5/F6
Enter

Intel® RAID: Creating a RAID Disk in BIOS

7/  NOTE

Only Disk storage 1 and storage 2 can create RAID in BIOS.

Power on the computer and press F2 to enter the BIOS menu.
2. Select the Device Management option.

MDevice Hanagement

Enter

DA-820E Series Win11 LTSC 24H2 User Manual 19



3. Select Intel® Rapid Storage Technology.

Device Manager

»Intel(R> Rapid Storage Technology

T
Enter

4. Select Create RAID Volume.

*Create RAID Yolune

DA-820E Series Win11 LTSC 24H2 User Manual
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5. Select the RAID Level option and then press Enter to select the raid level; for example,
RAID1 (Mirror).

RAID Level: <RAIDO (Stripe)>

RAIDT {Hirror}

F5/F6
Enter

RAID Level: <RAIDT (Hirror)>

F5/F6
Enter

6. Select the target disk.

SATA 0.0, 2.5" SATA $SD 3HE4
CA12307050250001, 59.6GB

F5/F6
Enter

DA-820E Series Win11 LTSC 24H2 User Manual
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7. Enter X and then press Enter.

SATA 0.0, 2.5" SATA $SD 3HE4
CA12307050250001, 59.6GB

Fb5/Fb
Enter

8. The disk is now marked with an X next to it to indicate the selection.

SATA 0.1, 2.5" SATA SSD 3HME4
CA12307050200035, 59.6GB

F5/F6
Enter

9. Select the Create Volume option.

MCreate VYolune

DA-820E Series Win11 LTSC 24H2 User Manual
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10. A RAID volume is created based on the settings specified.

Maolunel, RAID] CHirror?, 59.6GB, Normal

F5/F6
Enter

11. Press F10 to save the settings.

Intel® RAID: Removing a RAID Volume From
the BIOS

1. Power on the computer and press F2 to enter the BIOS menu.
2. Select Device Management.

Mlevice Hanagement

Enter

DA-820E Series Win11 LTSC 24H2 User Manual
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3. Select the Intel® Rapid Storage Technology option.

Device Manager

Fintel{R) Rapid Storage Technology

Tl
Enter

4. Select the RAID volume that you want to remove.

Molunel, RAID] (Hirror), 59.6GB, Normal

F5/F6
Enter

5. Select Delete and then press Enter.

Melete

Fb/F6
Enter

DA-820E Series Win11 LTSC 24H2 User Manual
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6. Select Yes to confirm and then press Enter.

Fb%/F6
Enter

7. Press F10 to save the settings.

SW RAID: Creating the RAID O or RAID 1 From
Disk Management

/  NOTE

Use hard disks of the same brand, same model, and same capacity to create a RAID for best performance.

1. Run Disk Management. Connecting the new disks and checking all the disk status are Unallocated. If
the disk status is not Unallocated, you can right-click the target disk and select Delete Volume.

o]

= Disk Management - o =
Eile Action Yiew Help

| m| Hm =0

Velume Layout T File Systern | Stotus Capaci | Fresspe.. | %Fres

= [ Simple Basic NTFS Healthy (B.., 43641 GB 41BI0GE W T

= [Disk 0 partiticn 1] Simple Basic Healthy (E..  100ME DOME  100%

=i [Disk 0 partition 4 Simple Basic Healthy (... 525 M8 G5MB 0%

L iC}
471268 100MEB 44641 GB NTFS 625 M8
Online Healthy [EF| Systern Partition] Hesithy (Boot. Page File, Crash Dumnp, Basic Dsts Partition) Heslthy [Recovery Partition)

— Disk 1 |

Basic
23255 G 238,46 GB
Online Unallocated

]
i

238,95 68 23845 58
Cnline Unallocated

B Unaliocated B Primary partiion

DA-820E Series Win11 LTSC 24H2 User Manual 25




2. Right-click the target disk. Select the target volume type. For example: RAID1(Mirror).

| Disk Management
File Action View Help
e @ HE =00

Volume [Layout [ Type File System | Status [ capacity [ FreeSpa... [ % Free
=] Simple Basic NTFS Healthy (B.. 44641 GB 810GE 9%

= (Disk 0 partition 1) Simple Basic Healthy (E.. 100 MB WOMB  100%
= (Dick O partition4) ~ Simple Basic Healthy (R... 625 MB g5ME 100%

Basic ©
447.12 GB 100 MB 446,41 GB NTFS
Online Healthy (EFI System Partition)

Basic
238.46 GB 238.46 GB
Online Unallocated

= Disk 2 I

Healthy (Boot, Page File, Crash Dump, Basic Data Partition)

— Disk 0 I . ——

625 MB
Healthy (Recovery Partition)

= Disk 1 I

New Simple Volume...
New Spanned Volume...

New Striped Volume...

Basic
g 23846 GB New Mirrored Volume...
Online Unallocated
Properties
Help
B Unallocated Bl Primary partition
3. To continue, click Next
File  Action View Help
e D Eml =2
Valume | Layout | Type [ File Systern [ Status Capacity | Free Spau. | % Free
Sirmple Easic TS wasiGR 810G 34%
kDpartiben 1) Simple Basic 100 ME 100ME  100%
skDpartition 4] Simple Basic 8251 BSME 100%
Hew Mirrred Valume 3

= Disk 0 |

Basic

MT12GB 100 MB
Online Healty (EFl System Partition]
= Disk 1

Basic

238,46 6B TR
Online £ Unallocated -
= Disk 2

Basic

23846 GE 23845 GB
Online Unallocated

Bl I ey i

Welcome to the New Mirrored
Volume Wizard

Thin wizand heipe you ereata miorad vokimes on dska.

A mimorad wolume dpleates your data on fwo deks. Create

To cerfinue, cick Hesd.

2k Mesct > Cancel

mimared vadume f you wart b keep thn separme coples of all
your wfomation b3 prevent deta laas A

625 M8
Healthy [Recovery Partition)
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4. Select the disks you want to use, and then click Add.

File Acton VYiew Help

e mHEm =
Valume [Layout | Type [ Free
- Simple Biasic EE
= (Disk € partition 1) Simgle Easic 100 %
= (Disk © partition 4 Simgle Basic 100 %
Mew Mirroeed Volume
Seloct Disks
You can sekect the disks and eet the disk gize forthis vokime.
Sedert the dskes you want b use, and then clck Add
= Disk 0 — ——— S s ——
Basic bk 2 2tiEnie | [
Add s
44712 GB | 1oome |18 525 ME
Online | Healthy (EF System Partition) |Heg & Remave Heattivy (Recavery Partition)
I — < Rameve Al —
= Disk 1 —
ool 7 : - : Total vom, regaytes MMBF
23046 GB | 384668 / e tal vome sze in e TB) )
Online | Unaltocated Mainum availaoie sace in ME: 244181
| A s A e AP | Sedact the amaunt of space i MB 244181 Y
= Disk 2 N
Basic |
230,46 GB 23846 GB | <Baz - Cancel
Online | Unaliccsted ‘
| et iy o
5. Click Next.
File Action View Help
s | T HE & E00
: [new [Tpe :
[ Simple Basic 4181068 W%
= [Disk 1 partition 1] Simple Easic WOME  100%
= [Digk 0 partition 4] Simple Basic 25 MB 00 %
Hew Mirared Valume
Select Disks
Tau can salect th dake and el the i size for thia valme
Select fhe cisks you want bo use, and ihen chck Add
—Disk 0 = .|| T Stk . ! ]
Basic ic . Dk 12441
71268 100 MB 446 = Dk 2 244181 MB 625 1B
Cnline Healthy (EF| System Parisan) He: PPomerT Heslthy (Recovery Petiticr]
= 4= — « Remove Al — =
= Disk 1 ] ]
Basic | 7 ¥ R i 3 s B 7 - ; L ey | |
235,46 GB | 23048 cE Total wolume size in megabyies (MB): 244721 S e ’
Online | Unallocated Maamum availsble space n ME: ZaaiE] e 1
| B s S Select the smourt of siace n MB: 200181 = i i o
- Dicke 2 — I
Basic
23346 GB 23046 GB <« Back. Cancal
Orline Unallocated _ =
W Unalloceted Bl Prmary partitian
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6. Assign the drive letter, click Next.

File  Action Help

domp || HE = O3

Volume [Layout  [Type [ FileSystem | Status | capacity | Free Spa... | % Free
Simple Basic HTFS Healthy (... 39541 GB HB10GE W%
= [ick 1 parition 11 Smple 8asic Health 100 M2 WIME  100%
s [Disk 0 partition 4] Semple Basic Healthy (... &23MEB 625 MB 100 %
Mew Mirored Volume x
Aassign Drive Lafter or Path

For easier acoess, you can assgn & dive letier or dive path to your volume.

() Do ot assign & die Ietter or dve path

= Disk 1 I

Baszic |

218,45 GB |l 23846 GE

Online Unallocated

— Disk 2

Basic

238,45 68 23846 GB cBack | Met> | | Cancel
Online Unallocated

W Unallocated B Prisary partition

7. Format the volume using Quick Format, click Next.

File Action View Help

— Disk 0 —— 0 ke the Following diive lefer. ke I
Basic '8 ) Mewrt in the fallewing ampty NTFS folder

4471268 100 ME 5 ¥ 525 MB

Online Healthy [EFI Systern Partition] He: i Healthy Recavery Partitian)

Ll AR 1N 7 B AR M=
Velurne | Layout | Type [ File Systern [ Sratus Capacity | Free Spa.. | % Free
- () Simgle Basic ITFS Heslthy [B.. 4454108 41B0GB W%
= (Disk 0 partition 1] Simple Bi Healthy [E.. 100 ME 100 ME
s (Disk O partition 4] Simple Healthy [F... 625 ME E25ME
Mew Mirroeed Volume x
Fonmal Volums:

To store dals on the volume, you must format ¢ fird.

Chooae whether you wart 10 fomat this volume. and £ 30, what settings you wan 1o uae

M Unallocated Wl Primary partition

i Do ot fomat this volume:
= Disk 0 S =1 . I |
Basic 10 Format ihis valume with the following sefiinge:
44712 GB 100 MEB 525 MEB
- i NTFS “
QOniine | Healthy (EFI System Partition) it Iz Healthy (Recavery Partition)
| Alncahian uré size: Difauh
= Disk 1 Viokame label: P Violume
Basic S
238,46 GB Fossasce ! Fieefoem & ouick fomat
Online [ Unaliocated - [ Enebie file and foider compresson
= Disk 2 | .|
Basic |
23848 GB 23845 GB < Bagk. Heat = Cancel
Chnline Unaliocated
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8. Checking the RAID1(Mirror) information. Click Fi

| File Action View Help
@ m Bl =@

ish to create the RAID1 volume.

{ ¥olume [ Layout | Type | File System | Status [ <apacity | Free Spa., | %Free
i Simple Basic MTFS Healthy [B.. 44541 GB 41610GE M%

ik 0 partition 1] Simple Basic Healthy [E.. 100 MB 100 ME 100 %

[Disk O partition 4]  Simple Basic Healthy .. &25M8 €25 ME 100%

Mew Mirrored Volume

= Disk 0
Basic

| w71268
Online

= Disk 1
| Basic
| 2334568
| Online

_' = Disk 2
| Basic
| 2324668

Online

100 M8 |
H

Healthy [EF] Systern Pertition]

Unallocated -

23846 GB
Urallocated

Completing the New Mirrored

Volume Wizard

You have successiuly completad the Wizard.

o eedacted the fallowing astlings

‘Volume type: Mimor

Dimhos smiected: Disk 1, Dk 2
Yolume soe. 244151 MB
Drres letter or path: D

Fie ayatam: NTFS

ocalion urk aize: Defaul
Yedarmez [abel: New Waluma
Quich fiomat: Tes

625 ME
Healthy iRecovery Patition)

Ta cless tha wizard, cick Finish

< Bach Fingh

W Unzllocated B Prmary parition

9. System will show the warning message about SW RAID volume,

5

File  Action

Wiews  Help

click Yes to continue.

= H| =
Valume [lmyour [ Tupr | Fiesystem | Statss | Capaciey | FreeSpa. | Sfres
=0 Simple Basic NTFS Heaithy (B.. 446491 GB 0GB 945

0 partition 1) Simple Basic Healthy (E.. 100 ME 100 M2 100%
= (Disk J partitiond)  Simple Basic Healthy (R.. &25MB 825 MB 100 %

= Disk 0
Basic
49712 68
QOnline

= Disk 1
Basic
23846 GB
Online

= Disk 2
Basic
238,46 6B

TOnhne

Disk Management

| = I o
100 ME 446.41 GB NTE =
|| Healthy (EFI Systesm Partition) Healthy (Book

peration you selected will carmert the selectsd basic
cynamic diskiz). f you corvert the dizk(s| to dymamig,
ill not be able to start installed operating systems from
any volume on the diskis} (encept the current boot volume).

AR yOu SUre You wank to continue?

625 ME
Healthy (Recovery Partition]

—.'

- __________________________________________1
|| 23845 GB
| Unaliacated

W Unallocated Bl Primary partition
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10. Checking the RAID1(Mirror) information from disk management.

= o x

= Disk Management

| Eile Action Yiew Help

«=|m H # v [
| [[Cayoue Type | FileSysem | Stm
Simple Basic NTFS

sic 0 partition 1] Simple Basic
sk 0 partition 4 Simple Basic
|= HewVolume (] Mirrar Dyramic  NTFS

— Disk 45 £

Basic i)
4471268 100 MB 44641 GB NTFS 625 MB
Online Healthy [EFI Systern Fartition] Hesithy (Boot. Fage File, Crash Dump, Basic Dsts Parition) Hesithy [Recovery Partiion]

| = Disk 1 . ______________________________________________________|
Cynamic Hew Volume (D2
23846 68 238,46 GB NTFS

| Online Healthy

| = Disk 2 . _________________________________________________________|
Dynamic New Valume (D2

| HesenE 238,46 GB NTFS

| Online Healthy

{ B Unaliocated B Primary partition Bl Mirored volume

SW RAID: Creating the RAID 5 From Storage
Spaces

1. Open Control Panel > System and Security, run Storage Spaces.

W, System and Security
» U S + - o

&« + 1 W » Contral Panel 3 Systern and Security »

Control Panel Home

Isar Accourt

nd Maintenance

tartuas ar

A’_ Secur

System and Security

Metwork and

| Hesdware and

Programs

. B

2 (Windows 7

Restore files from backup

%

s ]

Storage Spaces

«

J

P Tl STy Yy ce:
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2. Click Create a new pool and storage space.

E Storage Spaces = a
= w« [ » Control Panel 3 Systorn and Sacurity * Storage Spaces v B | Soarch Cantrol Pan o
| Control Panel Home 0
i Sikis s Manage Storage Spaces

| ¥ Crante a new pool and storage Usa Storage Spaces to save files to two or more drives to help protect you from a
space drive failure, Storage Spaces also kets you easily add mare drives & you wn low on
capaciy. ¥ you don't sae task links, dick Change settings

ﬁ_y  Create a new pool anc

Fila Histony

BitLacker Drive Encryption

3. Select target drives to create a storage pool. RAID 5 requires at least three disks. Click Create pool.

B Create a storage pool = a g

- « 1 € » Control Panel 3 Systemand Security » Storage Spaces + Creata a storaga poal v O Sawch Cantrol Pana p ]
Select drives to create a storage pool
| Unformatted drives

25668 SATA Flash Diive Disk 3
[+ Attachad via RAID
b B 1N

2568 SATA Flash Drive sk 2
| = _ttached via RAID
Wa3g e

25668 SATA Flash Dvive Disk 1
Attached via RAID
b B ST

&l

INTEL SSDSCIBE240GE Disk 4
Attached via RAID
Y23

O

Create pac Cancal
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4. Changing the Resiliency type to Parity. Click Create storage space.

| Q Create a storage space
- * 1 B » Control Panel 3 Systernand Security * Siorage Spaces 3 Create a starage spaca
Enter a name, resiliency type, and size for the storage space
Narme and dinve lettar
Masnne: S‘_t‘oragi_e‘ _so_;!;:e.
| Crive lester O: >

File systam: NTFE ~

Resifiency

Resiliency type: Patity -

@ 4 bty starage space wiites your data with parity information, helping to protect you from a sirgle
drive failura, & parity storage space requires at kaast three drives.

Size
Total pool capacity: 713 GB

Avatable pocl capacity. 713 GB
Sime (mnadmurm): [ ! 40| |GE ~

| Inclseling resiliency: 05 GB

Create storage space Cancal

5. Checking the RAID 5 volume status.

| Storage Spaces
= « 4 B » Control Panel 3 Systernand Security 3 Storsge Spaces

~ Storage spaces
Control Panel Home e
Sterage space (D) @ ok Wiew files
Create a new pool and storage Parity Charge
space v,ﬂ]‘ﬂ GB Delete
| Using 2.35 GB pool capacity

W Physical drives

256GE SATA Flash Drive 0 OK Reruarmee
| SN
DO119232100000000012
Attached] via FLAID
e ]
Prcniding 238 GB pacl
capecky

256GE SATA Flach Drive & ok Rename
SN

Providing 238 GB paal
| capaciy

2560 SATA Flash Drive @ ox Raname
SH:
D01 192 6340000000006
| Attachesd via RAID
i N 37% used
Fike History Prowiding 238 GR ool
capacky

BitLacker Drive Encryption
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6.

Checking the storage space from disk management.

& Disk Management

File Action \View Help

e mHEE =X0 G20
Volume | Layout i Type File System Status Capacity | Free Sp.. | % Free
== (Disk 0 partition 2)  Simple Basic Healthy (E.. 100 MB 100 MB 100 %
== Recovery Simple Basic NTFS Healthy (.. 500 MB 179 MB 36 %
== Storage space (.. Simple Basic MNTFS Healthy (P.. 46987 GB 469.75G8 100 %
= Windows (C) Simple Basic MTFS Healthy (B.. 29.21 GB 140068 48%

Basic
223.56 GB 22356 GB
Online Unallocated

= Disk 0 [— e ——————

Basic Recovery Windows (C:)
29.80 GB 500 MEB NTFS 100 MB 29.21 GB NTFS
Online Healthy (OEM Partition) Healthy (EFI System | Healthy (Boot, Page File, Crash Dump, Primary Pa

~ Disk 4 I

Basic Storage space (D:)
459.88 GB 469.87 GB NTFS
Online Healthy (Primary Partition)

= Disk 5 EESs————————-—--_—_———

e —
B Unaliccatad Wl Primary partition
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SW RAID: Creating the RAID 10 From Storage
Spaces

1. Run the Disk Management. Connecting the new disks and checking all the disk status are
Unallocated. If the disk status is not Unallocated, you can right-click the target disk and select
Delete Volume.

| = Disk: Manegement

= Disk 0 ——— e ("
Basic Recovery Windows (C:)

28.50 GB 500 MB NTFS 100 ME NTFS

Online Healthy {OEM Partition Healthy [EFI System Parbition) oat, Pege File, Crash Dump, Primary Parttion}

= Disk 1 C____________________________________________________________________________________|

Basic
2384668 23646 GB
Online Unablocated

= Disk 2 L __________________________________________________________|
Basic
23846 GB
Oniline

= Disk 3
Basic
23846 8 23646 GB
Online Unallocated

= Disk 4 1

Basie
23846 G 2346 GB
Online Unaliacated

W unaliocated B Prmary partition

2. Open Control Panel > System and Security, run Storage Spaces.

W System and Security - o 0
« « 1 W& 5 Control Panel 3 Systorn and Security » !B Soarch Cant o
| -~
Control Panel Home 1 v and Mainten
®  System and Security i ue: | Wona ) urit e
Metwark and Int
|
ME
" 1a Hist
o+
o
f
w Storage Spaces
E ork Folders
o4 Administrative Tools
Fr ] r s e rmat di ior
w
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3. Click Create a new pool and storage space.

E Storage Spaces

= ~ " HE » Contral Panel » Systern and Security » Storage Spaces

| Control Panel Home
i S Manage Storage Spaces

| & Create a new pool and storage Usa Storage Spaces to save files to two or more diives to help protect you from a
space drive failure, Storage Spaces also bets you assily add mare drives & you mn low on
capaciy. ¥ you don't see task finks, cick Change settings

% ® Create 3 new pool and storage s

Fila History
BitLacker Drive Encryption

4. RAID 10 requires at least four disks. Select Disk 1 and Disk 2 to create a storage pool. Click Create a

pool.

E Create a storage pool

Unformatted drives

25668 SATA Flash Dilve
O Attachad via RAID
b 11

2568 SATA Flash Drive
= Attached via RAID
o 10

256GR SATA Flash Dvive

=) Attached via RAID
b S ST
256GE SATA Flash Drive
1= Attached via RAID
a1 o

- w* 4 [ » Control Panel 3 Systorm and Sacurity » Storage Spaces 3 Create a staraga poal

Select drives to create a storage pool

Disk 3

Disk 2

Disk 1

Disk &
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5. Changing the Resiliency type to Two-way mirror. Click Create storage space. Follow the step 4 to

run the same steps on Disk 3 and Disk 4.

E Croate a storsge space

- w« [ » Control Panel 3 Systom and Sacurity ¥ Storage Spaces 3 Create a storage spaca

Enter a name, resiliency type, and size for the storage space

Narme and dinve ketter

M Storage space
Ciive letter: 0.
File systam NTFE ~
Resifiency
Resiliency type: Two-way mirro -

@ 4 bwo-viy mirror starage space wiites twa copies of your data, helping to pratect yau from a single
drive failura, & two-wey mirrar stomage space requines at kaast two drivas

Size
Total pool capacity: 475  GB
Avatable pocl capacity: 475 GB
Size (madmum); 235 |GE ™~

Incheding resiliency: 470 GB

Creata storage space Carcal
6. Checking the storage space status.
. E Storage Spaces
= v 4 HE » Contral Panel » Systern and Security » Storage Spaces
| i ot Ll

Control Panel Home

|
Create a new pool and storage Using .00 GB of 475 GB pool
space ity

W Shorage spaces

Storage space (D:)

Twwm-wiay e
235 G

Using 1.50 GB pacl capacity

v Physical drives

256GE SATA Flash Drive & ok
SN
D07 19235600000000018
Attached wia RAID
37% used
Providing 238 GB poal
capacky

256GE SATA Flash Drive & ok Rename
SM:
D01 19263 400000000060
Attached via RAID
W 3705 s
Prewiding 238 GB pool
Fila History TARACRY.

BitLacker Drive Encryption

v U 2
=
v

— i »

v U 2
=
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7. After the creating steps, the Storage space (D:) and Storage space (E:) will be shown on Disk

Management.
O x
Velums | File Systam | Status Capacity | Free 5p.
= (Disk O pertitian 2) 100 MB 100 MB
= Recovery NTFS 500 MB 179 ME
= Starage space | NTFS 23487 6B 27668 100%
= Storage space (E) NTFS 23487 GE 2347TEGE 100%
= Windows {C} NTFS 2021 GB TIG4GE 4E%
= Disk 0 e 1 s
Basic Recovery Windows (C:)
29,50 GB 00 M8 NTFS 100 M8 2921 GB NTFS
Online Heslithy {OEM Partition) Healthy [EFI Systern Partition) Healthy {Bact, Page File, Crash Dump, Primary Partition)
=~ Disk s 1
Basic Storage space (D)
23488 GA 234,87 GB NTFS
Oniina Healthy {Primary Partits
= Disk & 1
Basic Storage space (E)
23488 63 23467 GE NTFS
Onlline Haalthy (Frimary Partition)
W unaliocated B Primary part
8. Right-click the Storage space (D:), select Delete Volume.
5 Disk Mansgement o x
File  Action  Vew Help
Volume Capacity
= (Disk O pertitian 2) 100 MB
= Racovery 500 MB WIME 3%
= Starage space | 23487 6B 27668 100%
= Storage space (E) 23487 GB Z3T5CE 100 %
= Windaws {C} Simple T salthy (8. 2021 GE 1294 GE 48 %
= Disk 0 e 1 s
Basic Recovery Windows (C:)
29,50 GB 00 M8 NTFS 100 M8 2921 GB NTFS
Online Heslithy {OEM Partition) Healthy [EFI Systern Partition) Healthy {Bact, Page File, Crash Dump, Primary Partition)
=~ Disk s - _________________________________________________________________________________|
Basic Storage space (Dx)
23488 G3 23487 GB NTFS Cpen
Oniina Healthy {Frimary Partit Explore
= Disk & I g Orive Letter and Paths. _
Basic Storage space (E) et
23488 GB 23467 GB NTFS
Oniline Haalthy (Frimary Partition) Extand Voluime
Shrink Volume.
Delete Volurme,
Propenties
Haip
W unaliocated B Prmary partition
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9. The warning messages will show on screen, click Yes to delete the volume.

[m]
>

Capacity

Velume | File Systern

= Dk O partition 2) 100 ME 100 %
- Recovery NTHS EME  35%
= Storage space |- NTFS 23476 GE 100 %
= Starage space (E} ple Basic NTF5 23476 GE 100 %
= Windows {C} Simple Basic NTFS 203 GE TIG4GE  4E %

= Disk 0 e 1 s

Basic Recovery Windows (C:)
29.50.GB 500 M8 NTFS 100 M8 2921 GB NTFS
Online Healthy {OEM Partition) Heslthy [EFI System Parbtion) Healthy (Boat, Pege File, Crash Dump, Primary Parbition)

=~ Disk s e S ]

Basic _ Storage space (D:) Delete simple volume
23488 Ga 23487 GB NTFS
Orling Healthy {Frimary Partit

| | Deletng ths volume wil erase ol data on i Back upany data you |
veant 12 ke bedone deledng. £ you want 1o comtnie!
Storage space ()
23487 GB NTFS —_—
Hualthy {Primary Partition) Yo [ w |

W unaliocated B Prmary partition

10. The storage space status will change to Unallocated, run the same steps on Storage space (E:).

5 Disk Mansgement o b
File Action  Vew Help
&« m H

Volume | File Systam | Status

100 MB

= (Disk O partitian 2)

- Rcovery Banic NTFS 5 WIME  38%
= Storage Basic NTFS 23487 GB 23476GB 100 %
- Window: Basic NTFS Healthy 8. 2921 GB 1394GE  48%

= Disk 0 e 1 s

Basic Recovery Windows (C:)
29.50.GB 500 M8 NTFS 100 M8 2921 GB NTFS
Online Healthy {OEM Partition) Heslthy [EFI System Parbtion) Healthy (Boat, Pege File, Crash Dump, Primary Parbition)

=~ Disk s C__________________________________________________________________________|

Basic
2348868 23487 GB
Oniline Unablocated

= Disk & 1

Basic Storage space (B
23488 53 23487 GB NTFS
Oniine Healthy {Primary Partition)

W unaliocated B Prmary partition
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11. All the storage space status are Unallocated.

=" Disk Management a o
Fil A Vew Help
&= m H
Velums File System | Status Capacity | Free 5p.
= (Disk O pariitian 2) 100 MB 1 100 %
- Recovery NTFS 500 MB 6%
= Windaws { NTFS 282168 184GE 4%
= Disk 0 e 1 s
Basic Recovery Windows (C:)
29,50 GB 00 M8 NTFS 8 2921 GB NTFS
Gnline Healthy {OEM Partition) y [EF1 System Partitiar] Healthy {Boal, Pege File, Crash Dump, Primary Partitian)
= Disk s r_______________________________________________________________________________________|
Basic
23488 6B 23487 GB
Onlina Unallocated
= Disk 6 . _________________________________________________________________|
Basie
234,88 G8 23467 GB
Online Unallocated
W unaltocated B Prmary pa
12. Right-click on the Disk 5, select New Striped Volume.
= Disk Mansgement u]
File  Action  View Halp
&« m H -
Motume L | File System
= (D=k O parition 2)
= Rlecoveey NTFS
= Windaws {C NTFS
= Disk 0 ‘¢ L _____ ]
Basic Windows (C:)
2980 GB 5 100 M8 2921 GB NTFS
Online Healthy (TIEM Partition) Healthy (EFI System Parttion] Haalthy (Eoat. Fage File, Crash Dump, Primary Parti
- Disk § 1
Basic
234,08 G3 23487 GB
Online Unallocated Now Simpla Vokume..
Mow Spannad Valuma.- |
| Maw Striped Volume._ 1
= Disk § | 3 L}
Basie Mow Mirrorad Valuma.
23488 68 23487 GB Mowi RAID-5 Yalurme
Gnline Unaliocated
Fropertios
Help
W uneliocated B Primary partition
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13. To continue, click Next.

14

W unaliocatad B Prmary partition

% Disk Manegemant a .
File Action  View Heip
| Lenyenat, Type | File Systerm Status | Capacity | % Fres
= Dk O partition 2| Simple Basic Healthy 100 MB 100 %
- HKOUE'} Simple Basic NTFS Healrl\). [® 500 MB 1TaME ELE
= Windaws {C} simgle Basic NTFS Hoalthy (8. 23.21 GB 13894 GB 48 %
Mew Striped Yolime %
‘Welcome to the New Striped |
Wizard i
= Disk 0 |
Basic Recovery This wizard holps you create stiped volumes on disks
29.80 GB 500 M8 NTFS b 4 diska &
Onl iptiis s HEpec wokime St dela 1 Hpes on s of Mo disks & i
nline Healihy {OEM Partition] P i e i i ol Kitiari}
arrpls ot spaaned il |
= Disk § I
Basic
23488 G3 23487 GB Ta continus, dick Nest
Online Unaliocated
|
= Disk § I
Basic
23448 58 23487 6B
Onlina Unallocated
-  Nemr Cancel
W unaliocatad B Prmary partition
Select the disks you want to use, and then click Add.
% Disk Manegemant a .
File Action  View Heip
e mMEm T
| Wolume [ Leyout Type | stern | Status | Capacity | Free 5p % Fres
= Dk O partition 2| Simple Basic Healthy (E.. 100 MB 100ME 100 %
= Recavery ple Basic M Healthy (.. 500 MB WAME 35 %
= Windaws {C} simgle Basic NTFS Hoalthy (8. 23.21 GB 13894 GB 48 %
Hew Striped Yolime %
Selact Disks
| Yo can saict t disks and et the disk s for This vokime I
= Disk 0 I |
Basic Rec )
avery Safect fha disks you want to use, and then dick Add
29,80 GB 500 M8 NTFS il |
Online Heaihy (DEM Partition) titian]
Frvaiaths
: | ok 6 240505 ME | |
= Disk § I |
Basic < Rarem
23488 G3 23487 GB
Orine Unatiscated = e
t | Tatal wirmes sia n megabyes ME): 240508 !
ool I Ma lable ME 240509
e i averleble space i MB: T —
234,48 53 23457 GB Senct e amount of space in ME: 240509 =
Onlina Unallocated
«Back. Cancel
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15

16

Click Next.

W unaliocatad B Prmary partition

= Disk Management o x
File Action  View Heip
e« mEm =
 edume [ Leyout Type | Status Capaity % Free o
= Dk O partition 2| Simple Basic Healthy (E.. 100 MB 100 %
= Recavery Simple Baslc NTFS Healthy (.. 500 MB 5%
= Windaws {C} simple Basic NTFS Hoalthy (8. 23.21 GB 13894 GB 48 %
Hew Striped Yalsme
Salect Disks
{ “Yeni gan selact the disks and sel the disk size for this vakire.
= Disk 0 I I
Basic Recavery Selact the disks you want 1o use, and then cick Add
20,80 GB 500 M8 NTFS
Online Heaihy (DEM Partition) tian
Ayl
L | o 505 ME
| : Gaks 240509 Vi N
Basic <Femave
23488 G3 23487 GB
Orine Unatiscated e 40
+ | Teta! vohime e in megakyies (ME] HBESE
= Disk I |
e Mesimum avaiable zpace in NE: 240500
23488 G3 23497 6B Sakect the arwr of sac i MB 240509 i
Online Unaliocated
= Back Hew = Cancel
W unaliocatad B Prmary partition
Assign the drive letter, click Next.
Disk Manegement (] >
File Action View Help
e« mEm =
 Velume [ Leyout Type | % Fres i |
= Dk O partition 2| Simple Basic 100ME 100 %
= Recavery Sirmgle Barslc NTFS MIME  35%
= Windaws {C} simple Basic NTFS Hoalthy (8. 23.21 GB 13894 GB 48 %
New Striped Yolsme
Assign Drive Letber or Path.
{ For sasier acoass. you can assign a dove letter or drive Dath to your volume.
= Disk 0 I I
Basic [ —"
20,80 GB 500 M8 NTFS
Online Healthy (OEM Partition] y tian}
® [Aszgn e folwing ditvs leter. o
T | Mhceart i tha kg ampty NTFS foidar
= Disk § I I
Basic
23488 G2 2347 GB D not assign a drivn leser ar driva path
Online Unaliocated
! |
= Disk I |
Basic
234.88 GB 23487 GB
Orlirue Unaliocated
< Back How = Cancal
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17. Format the volume using the Quick Format, click Next.

o Disk Manegement

File Action View Halp

n Bm * B

| Lenyenat, Type | File Systerm Status | Capacity | % Fres
= (Dek O partition 2] Simple Basic Healthy 100 MB 100 %
= Recovery Simple Basic NTFS Healthy .. 500 MB WIME  35%
= Windows {C} Simple Basic NTFS Healthy ... 2321 GB 1394GE 4%

New Striped Yolime

Farmat Woume

Basic Fec
20,80 GB 500 M8 NTFS
Online Healihy (DEM Partition]

Basic
23488 G3 23487 GB
Online Unaliocated

Basic
234.88 GB 23487 GB
Online Unallocated

W unaliocatad B Prmary partition

18

= Disk 0 I

= Disk § I

= Disk I o

Checking the volume information. Click Fi

Ta stors data on this volume, you must fomat  frst.

D et brrant e shorrs

% Fommeet this vohima with the following settings:

File system: NTFS
Allocation anit size: Dafauh

olume label Haw Vokime

Erwtls fils and folder comprasson

Choass whather you wast 1a fomal s voliee, and § 50, whal setings you wan! 1o ise.

Cancel

ish to create the striped volume.

o Disk Manegement

File Action View Halp

e mEm =G

= Disk 0

Basic Recovery
20,80 GB 500 M8 NTFS
Online Heaihy (DEM Partition)
= Disk §

Basic

234.08 G3 23487 GB
Online Unaliocated
= Disk §

Basic

234,88 GB 23467 GE
Onling Unatlocated

W unaliocatad B Prmary partition

| Volume | Leryat, Type L stermn | Status | Capacity | % Fres
®= D=k O partition 2| Simple Basic Healthy (.. 100 MB 100 %
= Recovery ple Basic NTFS Healthy .. 500 MB WIME  35%
= Windows {C} Simple Basic NTFS Healthy ... 2321 GB 1394GE 4%

New Striped Yolime

Wizard

Dirva lotior o¢ path: D:
Fils system: NTFS

Quich bt Yes

Wou salecind the following satiings:

[ 3
Volume size: 480268 M8

Aliocation unit size: Defaull
Welurne label. New Volume

Ta dose this wizas, dick Finsh.

Vo hiv scoissbuly compialed the Wiz

Completing the New Striped Volume

Cancel
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19

System will show the warning messages about SW RAID volume, click Yes to continue.

4% Disk Manegement a B
File  Action  Veew Help

e mEMm =X T

Nohums [ Layou [Type | File System [ status | Capacity Free Sp.. | % Fres
= (Dsk 0 partition 2| Simple Basic Healthy (E.. 100 MB OME  100%
- Recovery Simple Basic NTFS Healthy (. 500 MB 17aME %
= Windaws () Simgle Basic NTFS Healthy (2. 2321 GB 18468 4%

Recovery Windows (C3)
500 MB NTFS T
Online Heathy {DEM Partition) ¥ Disk Managament nary Partitiar}

= Disk — The Syt ou peeciecl il ssnct s avlocton v Suill &0 |
= ! , dyraeric ki If you corwert the dekls) to dynarmic, you wil nct be

Gl 48 ekie o stort instaled operating systems fram oy volume o the diskis)
2148858 23457 GB [except e current beot veiurme). Are you mire you it i
Onlina Unallocated connue?

ks — |

Basic
23488 G3 23487 GB
Online Unablocated

B uraliocated B Primary partition

20. Checking the striped volume information from disk management.

2 Disk Manasgement o .
File  Action  View Help

&% mEm =G0

Velume [layout | Type | FileSystem | Status | Capacity [ Free Sp.. | % Fres
= (Disk O partition 2| Simgle Basic Healthy 100 MB WOME  100%
= New Wolume (D) Striped Dynamic  NTFS Healthy 43974 6B 4396268 100 %
= Recavery Simgle Basic NTFs Healthy .. 500 MB TEMB 36%
= Windows (C) Simple Basic NTFS Healthy (B.. 2321 GE 139468  45%

= Disko |

Basic Recovery Windows (C:)
29,50 G 500 M8 NTFS 100 M8 2921 GB NTFS
Online Healthy {OEM Partition) Healthy [EFI System Partitior) Healthy (Boat, Pege File, Crash Dump, Primary Parbition)

=~ Disk s b ]

[rynamic Mew Velume (D:)
23488 G2 23487 GB NTFS
Oniina Healthy

= Disk & ‘- _________________________________________________________________|

Dynamic Mow Velume (D)
214088 G8 23467 GB NTFS
Oniine Haslthy

B uraiiocated B Primary partition Bl Striped volume
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5. Intel® Active Management Technology

Intel® AMT is part of the Intel vPro technology offering. Platforms equipped with Intel® AMT can be
managed remotely, regardless of its power state or if it has a functioning OS or not. The Intel® Converged
Security and Management Engine (Intel® CSME) powers the Intel® AMT system. As a component of the
Intel vPro platform, Intel® AMT uses a number of elements in the Intel vPro platform architecture.

This chapter describes the setup process for the Intel® Active Management Technology. For more
information about Intel® Active Management Technology:

https://www.intel.com/content/www/us/en/developer/articles/guide/getting-started-with-
activemanagement-technology.html?wapkw=AMT

/  NOTE

Intel® AMT is not supported in models with Intel® Celeron® and Intel® Core™ i3 processors.

Turning on Intel® AMT on PC

1. Power on the computer and press F2 to enter the BIOS menu.
2. Select Intel(R) Management Engine BIOS Extension.

FIntel (R} Hanagement Engine B10S Extension
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3. Select MEBx Login.

Intel(R> HE Password

Enter

4. Type the Intel® ME default password: "admin".

Intel(R> HE Password

Enter
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5. Type the new password. The new Intel® MEBX password must meet the following requirements for
strong passwords:

a. Password Length: At least 8 characters, and no more than 32.
b. Password Complexity: Password must include the following:
i At least one digit character ('0', '1', ... '9")

ii. At least one 7-bit ASCII non alphanumeric character (e.g., !, '$', ';'), but excluding "', ',' and
"' characters.

iii. At least one lower-case letter (‘a', 'b'...'z") and at least one upper case letter (‘A','B'...'Z").

Intel(R) HE Password

Enter

6. Select OK to save and exit.

Intel(R> HE Password

Enter
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7. Select Intel(R) AMT Configuration.

Fintel{R) AHT Configuration

Enter

8. Select Network Setup.

Metwork Setup

Enter
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9. Select TCP/IP Settings.

MICP/ IP Settings

Enter

10. Select Wired LAN IPV4 Configuration.

Miired LAN IPV4 Configuration

Enter
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11. Select DHCP Mode and Disable DHCP mode.

DHCP Hode <Enab led>

Disabled

Enter

12. Type the network settings for Intel® Active Management Technology.

IPY4 Address

Enter
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13. Go back to the Intel(R) AMT Configuration page and select Network Activate Access > Network
Active. Enter Y to continue.

Network Access State <Network Inactive>

Network Active

Enter

14. Press F10 to Save and Exit.

Access the Intel® AMT From Website

1. Open the web browser and type the URL: Intel® AMT IP Address:16993 (ex:
192.168.111.10:16993)
g. im| | D Intel ® Active Management Tech: X | —+

~ O © Notsecure | hips//192.168,111.10:16993/logon.htm

Intel® Active Management Technology

Log On
Log on to Intek® Active Management Technology on this computer.

2. The browser would show the sign in message box. Type the Username and Password of Intel® AMT.
The default username is admin.

Sign in to access this site

Authorization required by https://192.168.111.10:16993

Username | admin

Password PR
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After signing in, you can check the system status and hardware information of your managed device.

Computer:

System Status
Hardware Information

2° D [ Intel® Active Mansgement Tech X |

&~ O © MNotsecure | htps//192.168.111.10:16993/index.htm?

Intel® Active Management Technology

System Status

A movE B %

System Power on
Processor
Memory IP address 192.168.111.10
Disk IPv6 address Disabled
Battery D Uni
el ﬁfI:ﬂ 11/5/2024
Remote Control
Power Policies Time 0:09 am

MNetwork Settings
IPvS Natwork Seftings

System Name Setfings
User Accounts
Web Applications Links

-
g
Copyright & 2005-2023 Intel Carporation. All Rights Reserved. Intel® Active Management Technology firmware version: 16.1.30-build 2361 -

@
- @

4. The Intel® AMT website provides the basic remote power control feature for the managed device. The
advanced remote power control and the remote KVM feature please reference to next chapter.

. .
z im} D Intel® Active Management Tech: X |

~ O © Notsecure | kips//192.168.111.10:16993/remote.htm

Intel® Active Management Technology

Computer:

System Status
Hardware Information
System
Processor
Memory
Disk
Battery

Remote Control

e .

¥
Metwork Settings
IPvG Metwork Settings
System Name Settings
User Accounts
Web Applications Links

Remote Control

Power state: On

Send a command to this computer:

® Tum power off*
@) Cycle power off and on*®

() Reset*

Select a boot option:
Normal boot "
Boot from local CD/DVD drive

Boot from local hard drive
-

*Caution: These commands may cause user application data loss.

Send Command
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5. The Event Manager deals with internal alerts that occur in both the host platform and the Intel® AMT
device, regardless of the power state.

2" DO [ Intel® Active Mansgement Tech X | 4 - o 2
& O @ Notsecure | hetps//192.168.111.10:16993 /events.him F I+ S i I ) o
Intel® Active Management Technology . I 2l @
‘Computer: Inte o
&
System Status Event Log &
Hardware Information
System Event Time Source Description
Processor 11/5/2024 " Ve
g @1 g Bios Entering EIOS setup. F <
s D2 JaH gos Entering BIOS setup. P
Event Log @5 0 s Entering BIOS selup.
Power Policies E
Metwork Settings Options
IPvG Network Seﬂi_ngs 5
S‘;:’:m Name Settings Stop Logging || Clear Log L
Web Applications Links -
+
(]
&
S
6. You can configure the managed device network settings from the website.
- [u] X

2" O[3 intel® Active Management Tech X | +

&< C @ Notsecure | https)/192.168.111.10:16993/ip.htm ATy m = @

System Status Network Settings

Hardware Information
SRET & i d etwork seftings for th utes
Processor onfigure the managed device n settings is computer. i‘
Mamary Respond to ping
Disk 0
Battery " - -

Event Log TCP/P settings for wired connection

Remote Control ) Obtain IP setfings automatically
etwork Settings ®) yse the following IP settings:

IPv6 Network Settings \P addrass: -192.1 FEEIRT
User Accounts .

Web Applications Links Subnet mask: [2852852850 |
Prefered DNSaddress: | |
R —

o
Intel® Active Management Technology (- §
Computer: tel

L 4

==

/  NOTE

You can also use AMT management tool to remotely manage devices.
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6. Unified Write Filter

Unified Write Filter (UWF) is an optional feature that helps to protect your drives by intercepting and
redirecting any writes to the drive (app installations, settings changes, saved data) to a virtual overlay. The
virtual overlay is a temporary location that is usually cleared during a reboot or when a guest user logs off.

UWF provides a clean experience for thin clients and workspaces that have frequent guests, like school,
library, or hotel computers. Guests can work, change settings, and install software. After the device reboots,
the next guest receives a clean experience. It increases security and reliability for kiosks, IoT-embedded
devices, or other devices where new apps are not expected to be frequently added.

This chapter describes how to use the Unified the Write Filter (UWF).
To use the UWF, you must first install the feature and enable it; the default is disable.

The first time you enable UWF on your device, UWF makes the following changes to your system to improve
its performance:

¢ Paging files are disabled.

¢ System restore is disabled.

e SuperFetch is disabled.

¢« File indexing service is turned off.

o Fast boot is disabled.

o Defragmentation service is turned off.

o BCD setting bootstatuspolicy is set to ignoreallfailures.

After UWF is enabled, you can select a drive that you want to protect and start using UWF. UWF can help
you manage PCs and devices remotely using WMI.

Turning on UWF on a Running PC

e Install UWF.
a. In the Windows Start window, type Turn Windows features on or off.
b. Open the Windows Features window and expand the Device Lockdown node.
c. Select Unified Write Filter and click OK.
d. Windows searches for the required files and displays a progress bar.

Once the files are found, Windows applies the changes. When the changes are complete, a message
to this effect is displayed.

e. Click Close.

[F4 Windows Features - O X

Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that enly part of the feature is turned on.

- [m] Device Lockdown -
Custom Logon
Keyboard Filter
Shell Launcher
Unbranded Boot
Guarded Host
Hyper-V
Internet Explorer 11
Internet Information Services

KOodonO

mn

Internet Information Services Hostable Web Core

Cancel

100 Od

| enacy Comnonents

Iy
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Enable the following filter as an Administrator:
cmd uwfmgr filter enable

BN Administrator: Command Prompt

te Filter will be enabled after tem restart.

Enable write protection for a drive:
cmd uwfmgr.exe volume protect C:

B Administrator: Command Prompt

volume C: will be proti

indow

Restart your computer.
Confirm that UWF is running:
cmd uwfmgr.exe get-config

tem restart.

B Administratar: Command Prompt

Mode:
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Installing UWF Using WMI

If you have already installed Windows on your computer and you do not want to use a provisioning
package, you can configure UWF by using Windows Management Instrumentation (WMI) providers.

To turn on UWF using WMI, use the UWF_Filter function, specifically the UWF_Filter.Enable method in
one of the following ways:

e Use the WMI providers directly in a PowerShell script

e Use the WMI providers directly in an application

e Use the command line tool, uwfmgr.exe

NOTE

You must restart your computer after you turn on or turn off UWF for the changes to take effect.

You can also change the settings after you turn on UWF. For example, you can move the page file location
to an unprotected volume and re-enable paging files.

IMPORTANT!

If you add UWF to your image by using SMI settings in the unattend.xml file, turning on UWF only sets the
bootstatuspolicy BCD setting and turns off the defragmentation service. You must manually turn off the
other features and services if you want to increase the performance of UWF.

After the device is restarted, UWF maintains configuration settings for the current session in a registry.
UWF automatically excludes these registry entries from its filter. Static configuration changes do not take
effect until after a device restarts; the changes are saved in registry entries for use in the next session.
Dynamic configuration changes occur immediately and persist after a device restarts.
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7. Driver

Moxa provide verified drivers for each device on official website. Please access the Moxa support

page(https://www.moxa.com/en/support) and search for the device from the searching window (For
Example: DA-820C).

= MOXA QA Wi

Home > Support

Support

Find product resources, request support, or send in your product for repair.

Select a Product Series

--Select-- -
2. DA-820C
DA-820C Series arranty Resources
DA-820C-Ethernet Series Expansion Modules
ir Literature Library
usutnerniauun DEIVIL}EIF\IV]A
Moxa offers a wealth
Easily find drivers, Moxa’s product of resources to help
software, and repair service you find in-depth —
documentation for a centers provide information on our
specific product. quick, quality service products and
with complete solutions as well as
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Form the Software & Documentation page filtered by Driver and download the driver package. The
driver packages are categorized by OS version, with separate sections for Peripheral and Expansion

modules.
Software & Documentation  Product FAQs Security Advisories
Related Software, Firmware, and Drivers
FILTER  Operating System T Fimware(2)  Software Package(7)  Utiity(6)

NAME TYPE CHECKSUM VERSION ~ OPERATING SYSTEM RELEASE DATE ~
Driver for DA-820C Series o+, Driver SHA-512 (= viz2 - Windows 10 loT Jul 18, 2024
(Windows 10 loT Enterprise Enterprise LTSC 2015 Release notes
LTSC 2019 and Windows - Windows Server 2019
Server 2019 peripherals)
12 GB
Driver for DA-820C Series o\ Driver SHAG1Z &= vi - Windows 10 loT Jul 18, 2024
{Windows 10 |oT Enterprise Enterprise LTSC 2021 Release notes
LTSC 2021 peripherals)
1.9 GB
Driver for DA-820C Series 4 Driver SHA512 =5 vi0 - Windows 10 loT Apr13, 2022
(Windows 10 loT Enterprise Enterprise LTSC 2021 Release notes
LTSC 2021 for DA-IRIG-B
module)
3.2 MB
Driver for DA-820C Series o Driver SHAS1Z (= vi3 - Debian 9.x Jul 27, 2021
(Linux for DA-IRIG-B module) Release notes
10.8 KB
Driver for DA-820C Series o\ Driver SHAG1Z &= vi0 - Windows 10 loT Sep 02, 2019
(Windows 10 loT Enterprise Enterprise LTSC 2019 Release notes
LTSC 2019/2021 and - Windows 10 loT
Windows Server 2019 for DN- Enterprise LTSC 2021
SP08 module) - Windows Server 2015
2.5 MB
Drriver for DA-820C Series o, Driver SHA-512 = vi.0 - Windows 10 loT Sep 02, 2019
(Windows 10 loT Enterprise Enterprise LTSC 2015 Release notes
LTSC 2019 and Windows - Windows Server 2019
Server 2019 for DN-LNO4
module)
276.4 KB
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This chapter describes the usage of the following:

¢ Moxa IO Controller Utility
e Serial Interface Utility
¢ Moxa Sort Net Name Utility

Where to Find Windows Utility

The utilities will be preinstalled on the device if Moxa provides the Windows 11 OS. However, if you install
Windows 11 independently, visit Moxa's support page (https://www.moxa.com/en/support) to download the
required utilities. Simply search for your device model (e.g., DA-820C) on the support page to find the
appropriate files.

= MOXAN QU W

Home > Support

Support

Find product resources, request support, or send in your product for repair.

Select a Product Series

L--Selec:t-- -

DA-820C
DA-820C Series arranty Resources
DA-820C-Ethernet Series Expansion Modules
ir Literature Library
ucutneriauun DEIVIL}UIF\IV‘A
Moxa offers a wealth
Easily find drivers, Moxa's product of resources to help
software, and repair service you find in-depth -
documentation for a centers provide information on our
specific product. quick, quality service products and
with complete solutions as well as
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From the Software & Documentation page. filter by Utility and download the installation *.zip file.

Software & Documentation  Product FAQs  Security Advisories

Related Software, Firmware, and Drivers

FILTER Operating System - All Diriver(6) Firmware(2) Software Package(7) m
NAME TYPE CHECKSUM VERSION ~ OPERATING SYSTEM RELEASE DATE ~
Utility for DA-820C Series oby Utility SHA-512 = v1.1 - Windows 10 loT Jul 18, 2024
(Windows 10 loT Enterprise Enterprise LTSC 2019 Release notes
LTSC 2019 and Windows _\Windows Sarver 2019
Server 2019)
33MB
Utility for DA-820C Series oby Utility SHA-512 = v1.1 - Windows 10 loT Jul 18, 2024
(Windows 10 loT Enterprise Enterprise LTSC 2021 Release notes
LTSC 2021)
33 MB
Utility for DA-820C Series oy Utility SHA-512 (= v15 - Windows 10 loT Feb 16, 2023
{Windows 10 loT Enterprise Enterprise LTSC 2021 Release notes
LTSC 2021 for DA-PRP-HSR-
1210 module)
23 MB

Utility for DA-820C Series ok, Utility SHA-512 = v15 - Windows 10 leT Feb 16, 2023
{DN-PRP-HSR-1210 module) Enterprise LTSC 2021 Release notes
23MB
Utility for DA-820C Series ok, Utility SHA-512 = v1.0 - Debian 9.x Mar 22, 2021
{Linux for DA-PRP-HSR-1210 Release notes
module)

5.6 KB
Utility for DA-820C Series ok Utility SHA-512 = v1.0 - Debian 9.x Sep 02, 2019
(Linux for DA-IRIG-B module) Release notes

369 KB

Dependent Packages

After completing the installation of Windows 11 LTSC 24H2 and the necessary drivers, you must install the

required dependency packages to ensure the utility functions correctly. Use the following link to download

and install the packages:

e  Microsoft Visual C++ Redistributable:
https://learn.microsoft.com/en-us/cpp/windows/latest-supported-vc-redist?view=msvc-170

e  Microsoft .NET Framework 4.8:

https://support.microsoft.com/en-us/topic/microsoft-net-framework-4-8-offline-installer-for-windows-
9d23f658-3b97-68ab-d013-aa3c3e7495e0
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Moxa IO Controller Utility

The Moxa IO Controller Utility is designed to manage the device's peripheral I/O and expansion module
interfaces. This section provides an overview of how to use the utility, covering the following topics:

¢ Setting the DIO Status

e Setting the UART Mode

e Setting the Relay Status

e Setting the LED Status

Use the pre-installed utility or install the MoxaIOControllerSetup utility from the Moxa support page. To
use the Moxa IO Controller utility, first install the utility and enable the utility to configure the DIO, UART,

Relay and LED mode. After the installation process is complete, run the Windows command prompt as an
Administrator and change the path to C:\Program Files\Moxa\Moxa IO Controller.

BE® Administrator Command Prompt

Moxa IO Controller

Setting the DIO Status

Run the mx-dio-ctl --help command to view instructions for using this utility. Follow the displayed
guidelines to get or set the DIO status.

/\  IMPORTANT!

The DIN and DOUT indices start at 0. Even though the console output starts at 1, the indices still start at
0.

ER Administrator: Command Prompt — e} X

i <#DIN i

#DOUT index>

c <#DIN:@ /DOUT:1>

--help Display this help screen.

--version Display version information.

C:\Program File: xa I0 Controller:
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Example:

B Administrator: Command Prompt — O o

0 Controller c B |
DIN port count: &

gram Fil ¢ 0 Controller:>

Controller:
Controller
gram File <a I0 Controlle

T port @ status

O Controller>

Setting the UART Mode

Run the mx-uart-ctl --help command to view instructions for using this utility. Follow the displayed
guidelines to get or set the UART status.

/\  IMPORTANT!

The UART index starts from 0. Even though the console output starts at 1, the index still starts at 0.

BN Administrator: Command Prompt — (] x

ontroller>mx-uart-ctl.exe I

c. All rights res

--help play this help screen.

--version Display version information.

gram File: I0 Controller>

Example:

B Administrator: Command Prompt — O x

I0 Controll c-uart-ctl. |
uart-ctl -p @

e-p8 -ml

uart mode is RS485-2W interface.

ram Files \ I0 Controller:
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Setting the Relay Status

Run the mx-relay-ctl --help command to view instructions for using this utility. Follow the displayed
guidelines to get or set the Relay status.

/\  IMPORTANT!

The Relay index starts from 0. Even though the console output starts at 1, the index still starts at 0.

B Administrator: Command Prompt - ] X

a I0 Controller:

c. All rights

Controller

)} Controller

0 Controller

Relay index

O Controller:n
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Setting the LED Status

Run the mx-led-ctl --help command to view instructions for using this utility. Follow the displayed
guidelines to get or set the LED status.

/\  IMPORTANT!

The LED index starts from 0. Even though the console output starts at 1, the index still starts at 0.

—
| B Administrator: Command Prompt = 0o |

a I0 Controller

c. All rights r

--help

ion

gram Files\Moxa\M ) Controller
1 data

Controller

0 Controller

I0 Controller:
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Moxa Serial Interface Utility

This section explains how to use the Moxa Serial Interface Utility to configure the UART mode on your
computer's serial interface.

Setting the Serial Port Mode

1. Use the preinstalled SerialInterfaceSetup utility or install it from the Moxa support page.
2. From the Windows Start menu, run the Moxa Serial Interface utility.

el SRR R T

Q. Type here to search

All apps < Back

Media Player
Microsoft Edge
Microsoft News
Microsaft Store
Microsaft To Do

Movies & TV

Moxa Serial Interface

Mew
N
% MNotepad
(0]
g Office
@  OneDrive

=z <@ 0dedc

HQe O oCB =

3. Select the target COM port and UART mode and click Apply to save the settings.

= N AN
Moxa Serial Interface o &
COM Port ~ Status
1 com Made
[] com1  Rs-232 RS-232 | @)
] com2  Rs-232 Rs-485-2w
RS-485-4W/ C
RS422
Apply ] [ Cancel
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Moxa Sort Net Name Utility

This section explains how to use the Moxa Sort Net Name utility to rename Ethernet adapters. This utility
helps map the physical LAN port order on the chassis to the corresponding adapter names in the system.

1. Use the pre-installed utility or install the MoxaSortNetName utility from the Moxa support page.

2. The initial order of network names may be random.

& Network Connections

N & > Control Panel > Network and Internet > Network Connections >
Organize »
—- Ethernet 10 - Ethernet &
LW Metwork cable unplugged l:-’ Network cable unplugged Ly
¥ @ Intel(R) 1210 Gigabit Network Con... | 3¢ @ Intel(R) 1210 Gigabit Network Con... 3¢

Ethernet 11

Network cable unplugged

T Intel(R) Ethernet Connection (13) ..

= [m]
gz -
a:
Ethemet 12
| Network cable unplugged
#7 Intel(R) 1210 Gigabit Network Con...

3. Run the SortNetName.exe from C:\Program Files\Moxa\Moxa Sort Net Name as an

Administrator.
Moxa Sort Net Name - o
@ New T sort = view
< v > ThisPC > Windows (C:) > Program Files > Moxa > Moxa Sort Net Name v Search Moxa Sort Net Name
MName Date modified Type Size
~ % Home
[®] SortNetMame g/ 5:50 PM Application 25 KB
B Desktop
D uninsD00.dat 8, M DATFile 6KB
J Downloads
£ls unins0o0 g M Application
] Documents
[ uninsb00.msg MSG File 24 KB
1A Pictures
E¥ Administrstor: Command Prompt - a

rk inter "Ethernet 9"

k interface "Ethernet 1
kK interfac

"Ethernet 12"

¢« interface "temphet

k interface "tempNet 1"

“Ethernet”

interface "templet "Ethernet

"temphet 4" "Ethernet 4

xa Sort Net Name>

"Ethernet 2"
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4. Wait for the process to complete to rename Ethernet adapter. The order of the Ethernet adapter will
correspond to the order of label (e.g., LAN 2 on chassis is mapping to Ethernet 2 in Windows).

&) Network Connections - m] X
A4 &> Control Panel > Metworkand Internet > Network Connections > v o Search Network Connections 0
Organize = o Y -
= | Ethemet = Ethemet2 = | Ethernet3 = | Ethemetd
.,,-J.', Network cable unplugged !'.,r'-'e Netwark cable unplugged !'.,,r"e Network cable unplugged .,,-!7,'.', Netwaork cable unplugged
= 2 Intel(R) 1210 Gigabit Network Con... 3§ @£ Intel(R) 1210 Gigabit Netwark Con...

% @ Intel(R) Ethemet Connection (13) ... | 3¢ @& Intel(R) 1210 Gigabit Network Con... 3¢ W&
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9. I0 Control API

This chapter describes how to use the IO Control API.

Downloading the API

1. Access the Moxa support page: https://www.moxa.com/en/support

2. Select the product series (example: DA-820).

M OXA Products Salutions Support How 1o Buy About Us Q

st support, or send in your produc

Select a Product Series

--Salact-- -
Da-kzn
int Resources
DA-B20 Series Y
DA-B20-Ethernat Sanies Expansion Modulea .
arvice/RMA Literature Library
Easily find drivers, software, and Mioxa's product repair service Moxa offers a wealth of resources
documentation for a spacific centers provide quick. guality to help you find In-depth
product. service with complate traceability information on our products and

solutions as well as the
tachnologles that drive them

of your product.

3. Download the related files.

DA-B20 Series

50 native PRPHSR computer with
or™ i3 or iT CPU

U 19-inch IEC
Intal® Calarond.

G0 TO PRODUGT PAGE [] save

Software & Documentation  Product FAQs  Security Advisories

Related Software, Firmware, and Drivers

FILTER  Opsrating Systam + Bl ovd Frevesn e Usiem
HAME TYPE VERSION~  OPERATING SYSTEM RELEASE DATE
Library for DA-820 Series (Windows 7 Example) A Library V1O Jan 26, 2075
Dver for D620 Senes iPenpheral for Linus) L, Drivar w10 Jan 32, 2015
651.6 K

Driver for DA-B20 Series (Linux) 4. Deower vid Jan 22, 2015
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mxdgio
The mxdgio library operates on the digital I/Os and consists of the following:

¢ GetDinCount

¢ GetDoutCount
e GetDinStatus
¢ GetDoutStatus
¢ SetDoutStatus

GetDinCount

Syntax
int GetDinCount () ;

Description

Get the numbers of a digital input port.
Parameters

N/A.

Return Value

The numbers of the digital input port.

Error codes

The following error codes can be retrieved using the DIO_STATUS function.

Value |Meaning

LIB_INITIALIZE_FAIL -1 The mxdgio library initialization failed. Cannot open json profile.

Requirements

Header mxdgio.h

Library mxdgio.lib

DLL mxdgio.dll

Profile MxdgioProfile[ModelName].json
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GetDoutCount

Syntax
int GetDoutCount () ;

Description

Get the numbers of a digital output port.
Parameters

N/A.

Return Value

The numbers of the digital output port.

Error codes

The following error codes can be retrieved using the DIO_STATUS function.

Value |Meaning

LIB_INITIALIZE_FAIL -1 The mxdgio library initialization failed. Cannot open json profile.

Requirements

Header mxdgio.h

Library mxdgio.lib

DLL mxdgio.dll

Profile MxdgioProfile[ModelName].json
GetDinStatus

Syntax

int GetDinStatus (int port);
Description
Gets the status of a digital input port.
Parameters
port: The index of the digital input port; starts at 0.
Return Value
The status of the digital input port; 0 for low and 1 for high.
Error codes

The following error codes can be retrieved using the DIO_STATUS function.

Name \Value |Meaning

LIB_INITIALIZE_FAIL -1 The mxdgio library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

Requirements

Header mxdgio.h

Library mxdgio.lib

DLL mxdgio.dll

Profile MxdgioProfile[Mode/IName].json
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GetDoutStatus
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int GetDoutStatus (int port);
Description
Gets the status of a digital output port.
Parameters
port: The index of the digital output port; starts at 0.
Return Value
The status of the digital output port; 0 for low and 1 for high.
Error codes

The following error codes can be retrieved using the DIO_STATUS function.

Name Value |Meaning

LIB_INITIALIZE_FAIL -1 The mxdgio library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

Requirements

Header mxdgio.h

Library mxdgio.lib

DLL mxdgio.dll

Profile MxdgioProfile[Mode/IName].json
SetDoutStatus

Syntax

int SetDoutStatus (int port, int status);
Description
Sets the status of a digital output port.
Parameters
port: The index of the digital output port; starts at 0.
status: The status of the digital output port; 0 for low and 1 for high.
Return Value
Returns the value 0 if the digital output status is successfully set.
Error codes

The following error codes can be retrieved using the DIO_STATUS function.

LIB_INITIALIZE_FAIL -1 The mxdgio library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.
SET_STATUS_ERR -3 Status setting failed or is defined with a bad format.

Requirements

Header mxdgio.h

Library mxdgio.lib

DLL mxdgio.dll

Profile MxdgioProfile[ModelName].json
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mXxsp

The mxsp library operates on the serial port and consists of the following:

¢ GetUartCount
¢ GetUartMode
¢ SetUartMode

GetUartCount

Syntax
int GetUartCount () ;

Description

Gets the numbers of the UART port.
Parameters

N/A

Return Value

The numbers of the UART port.
Error codes

The following error codes can be retrieved using the UART_STATUS function.

LIB_INITIALIZE_FAIL -1 The mxsp library initialization failed. Cannot open json profile.

Requirements

Name ___|Items |
Header mxsp.h

Library mxsp.lib

DLL mxsp.dll

Profile MxspProfile[Mode/Name].json
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GetUartMode
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int GetUartMode (int port);
Description
Gets the status of the UART port.
Parameters
port: The index of the UART port; starts at 0.
Return Value
The mode of a UART interface; 0 for RS-232, 1 for RS-485-2W, 2 for RS-485-4W and 3 for RS-422.
Error codes

The following error codes can be retrieved using the UART_STATUS function.

Name Meaning
LIB_INITIALIZE_FAIL -1 The mxsp library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

Requirements

Header mxsp.h

Library mxsp.lib

DLL mxsp.dll

Profile MxspProfile[ModelName].json
SetUartMode

Syntax

int SetUartMode (int port, int mode);
Description
Sets the status of the UART port.
Parameters
port: The index of the UART port; starts at 0.
mode: The mode of a UART interface; 0 for RS-232, 1 for RS-485-2W, 2 for RS-485-4W and 3 for RS-422.
Return Value
Returns 0 if the UART mode is successfully set.
Error codes

The following error codes can be retrieved using the UART_STATUS function.

LIB_INITIALIZE_FAIL -1 The mxsp library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

SET_STATUS_ERR -3 Status setting failed or is defined with a bad format.
NOT_SUPPORT_MODE -4 Target mode is not supported for this port.

Requirements

ﬁ

Header mxsp.h

Library mxsp.lib

DLL mxsp.dll

Profile MxspProfile[ModelName].json
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mxrelay

The mxrelay library operates on the relay output and consists of the following:

¢ GetRelayData
¢ SetRelayData

GetRelayData

Syntax
int GetRelayData (int port);

Description

Gets the status of the relay output port.

Parameters

port: The index of the relay output port; starts at 0.
Return Value

The status of a relay output port; 0 for OFF, 1 for ON.
Error codes

The following error codes can be retrieved by the RELAY_STATUS function.

Name Value |Meaning

LIB_INITIALIZE_FAIL -1 The mxrelay library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

Requirements

Header mxrelay.h

Library mxrelay.lib

DLL mxrelay.dll

Profile MxrelayProfile[ModelName].json
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SetRelayData

Syntax

int SetRelayData (int port, int status);

Description

Sets the status of the relay output port.

Parameters

port: The index of the relay output port; starts at 0.

status: The status of a relay output; 0 for OFF, 1 for ON.
Return Value

Returns 0 if the status of the relay output is successfully set.
Error codes

The following error codes can be retrieved by the RELAY_STATUS function.

Name — \Value |

LIB_INITIALIZE_FAIL -1 The mxrelay library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

SET_STATUS_ERR -3 Status setting failed or is defined with a bad format.

Requirements

T

Header mxrelay.h

Library mxrelay.lib

DLL mxrelay.dll

Profile MxrelayProfile[Mode/Name].json
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mxled

The mxled library operates on the relay output and consists of the following:

¢ GetLedData
¢ SetLedData

GetLedData

Syntax
int GetLedData (int port);

Description

Gets the status of the LED port.

Parameters

port: The index of the LED port; starts at 0.
Return Value

The status of a LED port; 0 for OFF, 1 for ON.
Error codes

The following error codes can be retrieved by the LED_STATUS function.

Name Value |Meaning

LIB_INITIALIZE_FAIL -1 The mxled library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

Requirements

Header mxled.h

Library mxled.lib

DLL mxled.dll

Profile MxledProfile[ModelName].json
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SetLedData

Syntax
int SetLedData (int port, int status);

Description

Sets the status of the LED port.

Parameters

port: The index of the LED port; starts at 0.

status: The status of the LED; 0 for OFF, 1 for ON, and 2 for blinking.
Return Value

Returns 0 if the LED status is set successfully.

Error codes

The following error codes can be retrieved by the LED_STATUS function.

Name  |value

LIB_INITIALIZE_FAIL -1 The mxled library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

SET_STATUS_ERR -3 Status setting failed or is defined with a bad format.

Requirements

T

Header mxled.h

Library mxled.lib

DLL mxled.dll

Profile MxledProfile[ModelName].json
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mxwdg

The mxwdg library operates on the watchdog and consists of the following:
¢« mxwdg_open
¢ mxwdg_refresh

¢ mxwdg_close

mxwdg_open

Syntax
PVOID mxwdg open (unsigned long time);

Description

Initializes the watchdog timer.

Parameters

time: The interval at which the watchdog timer is refreshed; the unit is seconds.

Return Value

Returns the pointer to the watchdog handle; returns -1 on failure to initialize the watchdog timer.

Requirements

Header mxwdg.h
Library mxwdg.lib
DLL mxwdg.dll

mxwdg_refresh

Syntax
int mxwdg refresh (PVOID fd);

Description

Refreshes the watchdog timer.

Parameters

fd: The handle of the watchdog timer.

Return Value

Returns 0 on success; otherwise, the function has failed.

Requirements

Header mxwdg.h
Library mxwdg.lib
DLL mxwdg.dll
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mxwdg_close

Syntax
void mxwdg close (PVOID fd);

Description

Disables the watchdog timer.
Parameters

fd: The handle of the watchdog timer.
Return Value

This function does not return a value.

Requirements

Header mxwdg.h
Library mxwdg.lib
DLL mxwdg.dll
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10. System Backup Restore

This chapter describes the usage of the following for system backup and restoration.

¢ WindowsRecovery

WindowsRecovery

WindowsRecovery is an OS image backup and restore program for system deployment, backup, and
recovery. You will first need to create a WindowsRecovery USB disk. This WindowsRecovery disk can only be
used to boot a UEFI BIOS machine. This chapter describes the setup process of the Windows Recovery
function.

Preparing the USB device

1. Contact a Moxa technical staff and get the required file.

WindowsRecoveryUtility V12 > +

< T (& J > DvDROM(D) » WindowsRecoveryUtility v1.2
& Naw K M. Sart = View
£} Home Hame [ate maod#ied wpe Sl
nl Gallery B BulldWindowsRecoveryUSE V1.2 11/15/2023 2:33 PM Application
4 Micrescft Wimndl
& mxbsbFarmatLibdil
Ml Desktop
B WindowsRacavery
« Downlosds
== ‘WindowsRacovery V1.7 _Build_24041217wim
= Doouments
P8 Fictures

2. Run the BuildWindowsRecoveryUSB_V1.2.0.exe.

8 BuildRecoveryUSB — O X

Select USB and WinPE image
USB Drive:
SanDisk Cruzer Glide 3.0 USB Device (E:) [32 GB]

Windows Recovery File

Cancel
3. Select the USB drive to format.
8 BuildRecoveryUSB — O X
Select USB and WinPE image
USB Drive:
| SanDisk Cruzer Glide 3.0 USB Device (E-) [32 GB] v|
TOSHIBA TransMemory USB Device (D:) [16 GB
SanDisk Cruzer Glide 3.0 USB Dewice (E:) [32 GB]
Cancel
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4. Click ... to select .wim file from the folder.

8. BuildRecoveryUSB == O X
Select USB and WinPE image
USB Drive:
SanDisk Cruzer Glide 3.0 USB Device (E:) [32 GB] w

Windows Recovery File:

| Cancel
|
Chase the WindowsRecavery file.. X
M ~ > DVD_ROM (D) » WindowsRecoveryUtility_ V1.2 ’ @) Search WindowsRecoven 2
Organize = New folder =~ O 0
Py MName n Date modified Type Size
R Gallery | D WindowsRecovery_V1.7_Build_24041217....  10/18/2024 456 PM WIM File 1,376,007 KB|
Bl Desktop +
i Downloads #
& Documents #
File name: | WindowsRecovery_V1.7_Build_24041217.wim ~ | WIM files
Open Iv Cancel

5. Click Start and make sure the selected USB can be formatted. Click Yes to start creating the recovery

USB.
o BuildRecoveryUSB == O X
Select USB and WinPE image
USB Drive:
SanDisk Cruzer Glide 3.0 USB Device (E:) [32 GB] v

Windows Recovery File:

eryUtility_V1.2\WindowsRecovery V1.7 _Build_24041217wim [ .. ]

| Start
|

Cancel

6. Wait for the process to finish. The program will format the USB device and create a UEFI bootable
volume and a WinPE volume. You may see additional windows about folder information; do not close
these. You can close the windows after the process finishes.

8 BuildRecoveryUSB

Build Recovery USB
1. Partition Disk (Done)
2. Apply File (Done)

- O X

| Build WinPE USB Complete !

Exit
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7. To create a recovery USB disk with the Windows 11 image, copy the os_image_ModelName directory
to the \home\partimag folder in the USB drive.

-

= Manage

WindowsRecoveryUSE (F:)

Share

View

Drive Tools

- @

1 = » WindowsRecoveryUSB (F:) » v @ Search WindowsRecoveryUSB... @
SnmpWalk "~ MName Date modified Type Size
System32 Boat 12/11/2020 328 PM  File folder
» [ This PC EF| 12/11/2020 332 PM  File folder
o En-us 11/13/2020 2:49 PM  File folder
¥ e UEFLNTFS (G] 1/10/2020 1130 .. Filefolder
> EF sources 11/10/2020 9:35 AM  File folder
bootmgr.ef 3/18/2019 3:47 PM EFI Fil 1475KB
Iv = WindowsRecoveryUSE (F:) I D cotmarel S e ’
> Boot
> EFI
en-us v
6 items
| = | partimag - 0 X
Home Share View v 0
< v » WindowsRecoveryUSB (Fj) » home » partimag » ~ @ | Search partimag -}
[ This PC - Name Date modified Type Size
osﬁlmageﬁVEdOBCﬁVT .0 12/22/2020 10:14 ... File folder

s UEFI_NTFS (G2)
EFI

= WindowsRecoveryUSB (F:)
Boot
EFI
€n-us
home
SOUrCES

1item

Booting From the USB Disk

1. Turn on the computer and press F2 when you hear the beep sound to enter the BIOS setup menu,
select Boot Manager and press Enter to continue.

*Boot Manager

2. Select the EFI USB Device on the computer and press Enter to continue to boot from the USB device.

Boot Hanager

EFl USB Device (Patriot Hemory)
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System Image Backup

To back up the image from the USB disk, run Windows Preinstallation Environment(WinPE) and the

Windows Recovery utility will display. Follow these steps.

1. Click Backup.

Information

Select the Source disk to backup and Destination USB to store the OS image, also give an image

2.
name and description. Click Start to backup.

Eres]

By Windows Recovery

Windows Backup

Source

Disk-0
Model: MREAJAADB4GTW25C00
Used Space: 19.3 GB (20.719.685.632) Bytes
Free Space: 36.59 GB (39.284.023,296) Bytes

v

Patriot Memory USB Device, Partition#0
Used Space: 12 09 GB (12,985.724.928) Bytes
Free Space: 42 07 B (46,136,131,534) Bytes

Image Information

Build ID:
(I
. i Image Description: =
e i
Backup R Shutdown
os_image_ywyMMddHHmmss -
Windows
Sttt backs ecovery
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3. Click Yes to continue.

e Start Backup Process?

Windows

E{{l

n Shutdown

—
<4

= » Windows
F ecovery

Image Capturing...

os_image_Windows_image_01

Start to backup |

n Shutdown

= Windows
y<ecovery
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5. When the process is done, click OK.

r

B Windows Recovery. .‘.

Backup Recovery Option Information Shutdown

6. Click OK, the computer will shut down.

r

B Windaows Recovery

Waming

o The system will be shutdown now !

Backup Recovery Option Information Shutdown

4

indows
ecovery
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7. The OS image will be saved in USB disk at home\partimag.

| = | partimag

Home Share View

“ v P » ThisPC » WindowsRecoveryUSE (D:) » home » partimag » v U Search partimag =
[ Desktop Ca Name - Date modified Type Size
Documents os_image_Windows_Image_01 7/20/2020 3:49PM  Filefolder
4 Downloads
b Music
&= Pictures
B videos
s Windows (C)
= WindowsRecoverylUSB (D:)

L
1item
8. In the os_image folder you can view the backup information and the image files.

| = | os_image_Windows_lmage_01 - O =

< v 1
[ Desktop

Documents
; Downloads

J) Music

=] Pictures

E Videos
s Windows (C)
= WindowsRecoverylUSB (D:)

4 items

Home Share View

~

<« home » partimag » os_image_Windows_|mage_01

~
Name

>B comm

D os_image_Windows_Image_01.wim
>B Windows_lmage_01

D Windows_lmage_01

« O
Date modified
11/28/2019
11/29/2019 10:
11/28/201%

3/3/2020 11:08 AM

Search os_image_Windows

Type

Configuration sett...
WIM File
Configuration sett...

Text Document

Size
1KB
5,438,672 KB
1KB
1KB
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Restoring the System From a Backup

To restore the image, run the Windows Preinstallation Environment(WinPE) and the Windows
Recovery utility will display. Follow these steps.

1. Click Recovery.

Information Shutdown

2. Select the Source USB Device, Image Folder File and check the image information, select the
Destination Drive to restore. Click Apply.

2 Windows Becovery

ElcnEaE)

Windeows Recovery

Source

Device

|E: (Patriot Memory USB Device)

Select Folder File

0s_image_ Windows._Image_01 v

Build ID:Windows_Image_01
Image Size:6.51 GB

Image Description:

V2406C
20190325
TestImage

Destination
| Disk - 0 (MRSAJAADG4GTW25C00)

Model: MRSAJAADB4GTW25C00
Used Space: 55.9 GB (60,019,868, 160) Bytes

Apply
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3. Click Yes to continue the process.

[E (Patriot Memary USE Device)
Select Folder File

os_image_Windows_Image_01

(= [E=]

Build ID:Windows_Image_01

I a3 BB GR
:3 Question 3
|2
T
Recovery the system now?

Lw [ |

Cancel |

D

| Disk- 0 (MRSAJAROB4GTW25CL0)

4. Click Yes to overwrite the destination drive.

£ (Patriot Memary LISB Device)
Select Folder File

: o=_image_Windows_ Image 07

[==]=]

Build ID:Windows_|mage 01

o4

Destination drive will be overwritien !}
= Do you want to contirue?

L |

I Disk-0 (MRSAJAADG4GTW25C00)

Apply

-

e

Shutdown

indows
covery
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5. Wait for the process to complete.

i

"
B Windows

Shutdown

6. Click OK.

7/  NOTE

When you restart the computer, you will need to wait about 5 minutes for the computer to go through two
cycles of the reboot process. The system configuration files will be initiated during the first boot- up
process. Do not turn off or shut down the computer while the system is restarting.
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